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This Cookie Policy explains which cookies the Crown Agents Ukraine website uses, why they are needed, and how a
visitor can manage their consent. This policy complements the Privacy and Personal Data Protection Policy.

1. What Are Cookies

Cookies are small text files stored on a visitor's device while browsing the site. They allow the site to remember a
visitor's actions and preferences (such as a chosen language) over a period of time.

2. Why We Use Cookies

We use cookies to ensure the secure and proper functioning of the site, including protecting sign-in forms from
unauthorised access, and to remember a visitor's language preference. We do not currently use cookies for analytics,
advertising, or tracking visitor behaviour.

3. Categories of Cookies Used on This Site

Strictly necessary cookies. Provide core site security functions, including protection against cross-site request forgery
(CSRF) and maintaining an authenticated session. Without these cookies certain site functions cannot work correctly.
These cookies do not require visitor consent.

Functional cookies. Remember visitor preferences, including the selected interface language (Ukrainian/English).

Analytics cookies. Not currently used on the site. If web analytics tools are introduced in the future, this section and
the list below will be updated.

Marketing and advertising cookies. Not currently used on the site.

Third-party service cookies and embedded content. The site does not currently use third-party cookies or embed third-
party content (such as YouTube videos, Google Maps, or social media widgets) that would require such cookies.
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4. List of Cookies Used by the Site

Below is the complete list of cookies actually set by the crownagents.com.ua website as of the date this policy was last
updated:

__Host-authjs.csrf-token — provider: Crown Agents Ukraine (authentication system); purpose: protects the sign-in
form against cross-site request forgery (CSRF); category: strictly necessary; duration: session; type: first-party.

__Secure-authjs.callback-url — provider: Crown Agents Ukraine (authentication system); purpose: stores the page to
return to after sign-in; category: strictly necessary; duration: session; type: first-party.

__Secure-authjs.session-token — provider: Crown Agents Ukraine (authentication system); purpose: maintains the
user's authenticated session; category: strictly necessary; duration: persistent (up to 1 year); type: first-party.

site_locale — provider: Crown Agents Ukraine; purpose: remembers the selected interface language (UA/EN);
category: functional; duration: persistent (up to 1 year); type: first-party.

Authentication cookies (the first three listed above) belong to the site's administrative sign-in system and are not
intended for public visitors; however, they are technically set by the browser during interaction with the site.

5. Legal Basis and Consent

Strictly necessary cookies are used without a separate request for consent, as they are essential for ensuring the basic
security and functioning of the site. The functional language-preference cookie is likewise applied without a separate
consent request, as it delivers a function the visitor actively chooses (switching the interface language).

If analytics, marketing, or other non-essential cookies are introduced on the site in the future, a consent banner with
the options “Accept All”, “Reject Non-Essential”, and “Manage Preferences” will be implemented, and this policy will
be updated accordingly before such cookies are deployed.

6. Managing Cookies Through Your Browser

A visitor can view, block, or delete cookies at any time through their browser settings. The exact steps vary by browser
(Chrome, Firefox, Safari, Edge) and are usually found in the privacy or security settings section. Please note that blocking
strictly necessary cookies may cause certain site functions, including account sign-in, to work incorrectly.

7. Relationship to the Privacy Policy

The processing of personal data collected through cookies is governed by Crown Agents Ukraine's Privacy and Personal
Data Protection Policy.

8. Updates to This Policy

We may update this policy, including when new cookies are introduced or the list of cookies changes. The date of the
last review is indicated on this page.

Effective date: 2026. Date of last review: 2026.
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